Cryptographic scheme using genetic algorithm and optical responses of periodic structures.
This study employed the optical responses of periodic structures, multiple-variable functions with sufficient complexity, to develop a cryptographic scheme. The characteristics of structures could be delivered easily with the ciphertext, a series of numbers containing plaintext messages. Two optimization methods utilizing a genetic algorithm were adopted to generate the periodic structure profile as a critical encryption/decryption key. The robustness of methods was further confirmed under various limits. The ciphertext could only be decrypted by referring to the codebook after acquiring the pre-determined optical response. The confidentiality and large capacity of the scheme revealed the enhanced coding strategies here while the success of the scheme was demonstrated with the delivery of an example message.